NHOOPMALMOHHAA ITAMSTKA
JUIS OBYHAIOIIUXCA IS PASMEIIEHMA
HA OONIHMAJIbHBIX UHTEPHET-PECYPCAX

C kaxaplM TOJOM MOJIOACKH B HWHTEPHETE CTAaHOBUTHCS OOJbIIe, a
IIKOJBHUKU OJHU M3 CaMbIX AaKTHUBHBIX Nojdb30Barenerd PyHera. Mexay tewm,
MIOMHUMO OTPOMHOTO KOJIUYECTBAa BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa namsTKa 10KHA TOMOYb Tebe 0€301acHO HAXOUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 9TO Pa3HOBUJIHOCTh KOMIBIOTEPHBIX MPOrpamM,
OTJIMYUTEIIBHOW OCOOCHHOCThIO KOTOPOM SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nononnenue k 3TOMy, BUPYChl MOTYT TOBPEAUTH WU MOJTHOCTHIO YHUUTOXKUTh
Bce (paiiyIbl ¥ JaHHBIE, TTOJAKOHTPOJIBHBIC MOJIb30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amyllieHa 3apa)KeHHash NmporpaMma, a TakKe MOBPEAUTh WM Ja)K€ YHUUTOXKHUTh
OTIEPAIIMOHHYI0 CHUCTEMY CcO BceMmH (paiimamMu B 11eioM. B GoNbIIMHCTBE cliydaceB
pacpOCTPaAHSIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeTo/b1 3aITUThI OT BPEJIOHOCHBIX MTPOTPAMM:

1. MHcnonb3yihi COBpEMEHHBIE OMNEPALlMOHHBIE CHUCTEMbI, HMEIOIINE
CEPBhE3HBIN YPOBEHD 3aIIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. [loctossHHO ycraHaBnuBail mauytu (UU(pPOBBIE 3aIlIaTKH, KOTOPHIE
aBTOMATUYECKH YCTAHABIMBAIOTCS C LEIbI0 JOPAOOTKM MPOrpaMMbl) U ApPyTHe
OOHOBJIEHUSI CBOeW omnepaluoHHOW cuctembl. CKauuMBaii HMX TOJBKO C
opurmanbHoro  caiita  paszpaborunka OC. Ecimm  cymectByer — pexum
aBTOMAaTHUYE€CKOTO OOHOBJICHHUS, BKJIIOUH €T0;

3. PaGoraii Ha cBOoeM KOMIIBIOTEpPE IIOJ TMpaBaMU IIOJB30BATENsA, a HE
aIMUHUCTpPATOpa. ITO HE IMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. cnonb3yil  aHTUBUPYCHBIE IPOTPAMMHBIE  MPOAYKTHl  H3BECTHBIX
IIPOU3BOUTENIEH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub GU3NIECKUHN JOCTYI K KOMITBIOTEPY JJI IOCTOPOHHUX JIUIL;

6. Vcnonp3yit BHEIMIHWE HOCUTENN WHGOpMAINH, TaKue Kak (Quiemika, AUCK
WK (aitn U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX NCTOUHUKOB;

7. He oTkpbiBail KOMIBIOTEpHBIC (ailsibl, MOJYYCHHBIE W3 HEHAJCKHBIX
UCTOYHUKOB. Jlaxke Te (aitypl, KOTOpbIE MPUCIIAT TBOW 3HAKOMBINA. Jlydiie yTouHu
y HEro, OTIPAaBJIsiyI JIM OH TeOe UX.

Cetu WI-FI

Wi-Fi - 510 He BuJ nepeaun JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeHI,
Mapka. Eme B 1991 roay Hunepnanickasi KOMIIaHUSI 3aperucTpupoBaia OpeH]
«WECA», uto o6o3Havanmo cnoBocoueranue «Wireless Fidelity», xotopbrii
MEPEBOJUTCA KaK «0eCpOBOAHAS TOYHOCTY.

Jlo Hamero BpeMeHu Joluia pyras abopeBuaTypa, Kotopas siBIsIeTCs TaKol
XKe TexHojoruei. Dto abOpeBuatypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JIaHO C
HAMEKOM Ha CTaHJIApT BhICIICH 3ByKoBOH TexHuku Hi-Fi, uro B mepeBoue
03HAYaEeT «BBICOKASi TOUHOCTHY.



Ja, OecryiaTHBIM UHTEPHET-IOCTYH B Kae, OTENsIX U a’pornopTax sBISETCS
OTJIUYHOW BO3MOYKHOCTBIO BbIXOJa B MHTEpHET. HO MHOrMe 3KCHEepThl CUMUTAIOT,
yt0 obmeaoctynubie Wi-Fi ceTu He sBIsoTCS 0€30MacHbBIMU.

CoBeThI 10 0€30MacHOCTH pabOTHI B 00IIEAOCTYTHBIX ceTsix Wi-fi:

1. He nepenasaii cBoo TUUHYIO HH(OPMALIHIO Yepe3 oomenoctymnabie Wi-Fi
cetu. PaboTast B HUX, ’KeJaTeIbHO HE BBOJIMTH NApOIU JOCTYIIA, JIOTUHBI U KaKUE-
TO HOMEPA;

2. Vcnionb3yil 1 OOHOBIIAM aHTUBHPYCHBIE MpOrpaMmMbl U Opanamayep. Tem
CaMbIM ThI 00€30macuIb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

3. lpu wucnons3oBanun Wi-Fi otkmoun ¢yHkuuioo «OOummii aoctyn K
¢daiinam u mpuHTepam». JlaHHas (QYHKUMS 3aKpblTa MO YMOJYAHHUIO, OJIHAKO
HEKOTOpbIE MOJIb30BaTeNI aKTUBUPYIOT €€ AJisi y100CTBa UCIIOJIb30BaHUS B padoTe
win yueoe;

4. He wucnonws3yit nyOnumunsii WI-FI nns mepemaunm JMYHBIX JTAHHBIX,
HanpuMep, Uil BBIXO/Ia B COI[MAIbHBIC CETU WM B DJIEKTPOHHYIO MOYUTY;

5. Ucnonp3y# ToJIbKO 3amuineHHoe coenunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOunpHOM Tenedone otknroun ¢yHkiuio "lloakmouenne k Wi-Fi
aBromarudeckn". He nmomyckail aBTOMaTHYECKOTO MOJKIIIOUYEHHS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

CornmanbHbie ceTu

CornmanbHble CETH aKTUBHO BXOJST B HAIly KU3Hb, MHOTHE JIFOJIA pabOTaoOT
M )KUBYT TaM IIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUUIMAp]] YEJIOBEK,
YTO SIBJSIETCSA OJHOM CEIbMOM BCEX >KHTeNel TUIaHeThl. MHOTHE MOJIb30BaTEIu HE
NOHUMAIOT, YTO MH(OpMAaIUs, pa3MelleHHas UMHU B COLMAJIBHBIX CETAX, MOXKET
ObITh HalJileHA W MCIOJb30BaHa K€M YTOJHO, B TOM YHCJIE HE 0053aTE€NbHO C
0JlaruMu HaMepEHUSIMHU.

OcHOBHBIE COBETHI MO OE30MACHOCTH B COIUATBHBIX CETAX:

1. Orpanuyp crnmcok Jpy3eid. Y TeOs B Jpy3biIX HE JODKHO OBITH
CIIy4alHBIX U HE3HAKOMBIX JIFOJCH;

2. 3amuimai CBOIO YACTHYIO >KW3Hb. He ykaswiBail mapoiu, TenedoHsl,
ajpeca, JaTy TBOETO pPOXICHUS M  JPYIyl0 JIMYHYIO  HH(QOpMAIHIO.
310YMBITINIECHHUKU MOTYT UCIOJIb30BaTh Jake MHPOPMAIIHIO O TOM, KaK Thl U TBOH
POAUTEINHN IUIAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3ammmaii CBOIO pemyTalnuio - JEpKA €€ B YUCTOTe W 3a7aBail cebe
BOTIPOC: XOTEJ OBl ThI, YTOOBI APYTHE MOJTH30BATEIN BHUJICTH, YTO ThI 3aTPyKACIIh?
[Tomymaii, mpex/ie 4emM 4To-TO OMyOJTUKOBaTh, HAIMCATH U 3arPYy3UTh;

4. Ecnu Tl TOBOPHILB C JIKOJbMH, KOTOPBIX HE 3HACUIb, HE MCIOJIb3YH CBOE
peaslbHOE UM U JIPYTYIO JUYHYI0 HHPOPMAIUU: UMS, MECTO JKUTEIHCTBA, MECTO
y4eObl 1 poUee;

5. N36erait pasmemienust pororpaduit B MaTepuere, rue Tol n300pakeH Ha
MECTHOCTH, 110 KOTOPOIl MOKHO OIPEAEIIUTh TBOE MECTOMNOJIOKEHHE;

6. [lpu peructpaui B COIMATBHOM CETH HEOOXOIMMO HCIIOJIb30BATh
CJIOXHBIE MapOJIH, COCTOSIINE U3 OYKB U LIU(PP U C KOJUYECTBOM 3HAKOB HE MEHEE

8;



7. 11 couMaNbHOM CeTH, TMOYThl M JAPYTHX CaWTOB HEOOXOIUMO
WCIIOJIb30BaTh pa3Hble maposu. Toraa eciau Te0st B3JIOMAIOT, TO 3I0YMbBIIIICHHUKU
IIOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, & HE BO BCE CpPa3y.

DIIEKTPOHHBIE ICHBI'U

DONEeKTpOHHbIE JEHBI'M - 3TO OYEHb YAOOHBIM CcHOcOoO TuIaTexew, OJIHAKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JAECHBIU.

DIIEKTPOHHBIE ICHBI'U MOSABUIIUCH COBCEM HEAABHO U UMEHHO H3-3a 3TOr0 BO
MHOTHUX FOCYyAapCTBAX JI0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHU GYHKITMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe
WX pa3JesioT Ha HECKOJbKO BUJOB - AHOHMMHBIC W HE aHOHUMHbIE. PazHuna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcsi MPOBOIUTH omneparuu 0e3
UCHTU(DUKAIIUY TIOJTb30BATEIISI, @ B HCAHOHUMHBIX HICHTU(UKAIIUS TT0JIH30BATEIIS
SIBJISIETCS 00s13aTEIHLHOM.

Taxke cremyeT pa3iaudaTh OdJIEKTPOHHBIE (UATHBIC JI€HbIU (PaBHBI
TOCYJapCTBCHHBIM BajJlOTaM) W DJEKTPOHHbIE He(UaTHBIE JEHBIU (HE pPaBHBI
rOCy/IapCTBEHHBIM BAIIOTAM ).

OCHOBHBIE COBETHI 110 OE30TIaCHON PabOTe C AJIEKTPOHHBIMHU JICHBIAMMU:

1. TlpuBsixu Kk cdery MOOUIBHBIN TenepoH. DTO camblii yHOOHBIA U
OBICTpPBIN  CIOCOO BOCCTAaHOBUTH JOCTYN K cuery. llpuBsizanHbiii TenedoH
MIOMOJKET, €CJIM 3a0yJelnib CBOM IUIATeXKHBIM TapoJib WM 3aiJielllb Ha CaWT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yit onHopazoBbie maponu. llocnme mepexoja Ha YCUICHHYIO
aBTopu3aluio Tebe yxke He OyAeT yrpoXaTh OMACHOCTh KPaKU WIM TepexBarta
IJIaTEKHOTO MapoJIs;

3. Boibepu cnoxubiii maponb. IlpectymHukam OyJeT HE MPOCTO yrajaaTh
CJIOKHBIN napoib. HanexxHbie mapoid - 3T0 Mapoiau, KOTOPbIE COAEPKAT HE MEHEe
8 3HAKOB M BKJIOYAIOT B Ce€0S CTPOYHBIE M MPONHUCHBIC OYKBBI, ITUGPHI H
HECKOJIbKO CHUMBOJIOB, TaKME KaK 3HAK JoJiapa, (yHTa, BOCKIUIATEIbHBIA 3HAK U
T.11. Hanpumep, $tROng!;

4. He BBOIM CBOY JTMYHBIE JaHHBIE HA CAalTaX, KOTOPHIM HE JOBEPSEILb.

DJIeKTpOHHAsI TTo4Ta

DNEKTPOHHAS MOYTa - 3TO TEXHOJIOTUS M MPEJOCTaBIsIEMbIE €10 YCIYTH IO
MIEPECHIIKE U TOTYUYEHUIO AIEKTPOHHBIX COOOIIECHUH, KOTOPhIE PaCTIPEICIISIIOTCS B
KOMIBbIOTepHOH ceTh. OOBIYHO JJICKTPOHHBIA IMOYTOBBIA SIIUK  BBITJISIUT
CIeyIONMM 00pa3oM: UMsS_TIOJIB30BaTEsI(@WUMsI_ToMeHa. Taxke KpoMe mepeadn
MPOCTOTO TEKCTa, UMEETCSI BOBMOXXHOCTh IepeiaBaTh (ailiibl.

OcHOBHBIE COBETHI MO O€30IMacHOM padoTe ¢ IIESKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mNpaBWIbHBIM TOYTOBBIM cepBUC. B uHTEpHETE ecTh
OTPOMHBII BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JYyUIlle TOBEPSATH TEM,
KOO 3HAa€lIb U KTO MEPBBIA B PEUTHHTE;

2. He yka3biBaii B IMUHON mouTe JIMUHYIO uH(popManuto. Hanpumep, myurine
BBIOpaTh «MY3bIKaNbHBINA (haHaT@» uiu «pok2013» BmecTo «remal3»;

3. Ucrionp3yit ABYXATamHYH aBTOPH3AIMIO0. DTO KOT/AAa MOMHUMO TapoJs
HY»XHO BBOAUTH KOJ, TPUCHUIAeMbI 0 SMS;



4. Be1bepu CIIOXKHBIN apodib. /{15 KakKI0ro moYTOBOTO SIIIMKA JTOJKEH ObITh
CBOU HAJECXKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnmu ecTh BO3MOXXHOCTH HamHWcaTh CaMOMY CBOM JIMYHBIM BOIpPOC,
HCTIOJIB3YH 3TY BO3MOXKHOCTB;

6. Uconp3yil HECKONBKO TMOYTOBBIX AIMMUKOB. [lepBbI sl 4YacTHOM
MIEPENNCKU C aapecaTaMu, KOTOPBIM Thl AOBEPSENIb. JTO AIEKTPOHHBIN agpec He
HaJI0 UCIOJIH30BaTh MPU PETrUCTpaIMy Ha opymax U calTax;

/. He oTkpsbiBail Qaiinbl U Ipyrue BIOKEHHS B MUCbMAaX, JaXe €ClId OHU
MPUIIUIM OT TBOUX Jpy3eu. Jlyulie yTo4HU y HUX, OTIPABIUIM JU OHU TeOe ITU
(aiiibr;

8. [locne okoHuyaHusi pabOTHI Ha IOYTOBOM CEpPBUCE TMEpe]] 3aKPHITUEM
BKJIQJIKU C CAaliTOM He 3a0y/lb HaXxaTh Ha « BeIATIY.

KubepOymuHr unu BUPTyaIbHOE U3/1€BATEILCTBO

KubepOymmar -  mpeciienoBaHUE  COOOIICHUSIMU,  COJEPKAIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIlyTMBAHUE; XYJUTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHHUE C TOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O 60pbOE ¢ KUOEPOYIITUHTOM:

1. He Gpocaiicst B 60it. Jlyumuii crioco0: mOCOBETOBATHCS KaK CeOsl BECTH H,
€CJIM HET TOro, K KOMY MOXXHO OOpaTUThCS, TO BHAYaJIe YCIOKOUTHCS. Eciu ThI
HAYHEeIIb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOpPOJIEHUS, TO TOJIBKO elle OoJiblie
pa3oiOKeIb KOH(IIUKT;

2. Yrpasisiit cBoel kubeppernyTranuei;

3. AHOHUMHOCTh B ceTh MHHMas. CyIIEeCTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOWT 332 aHOHUMHBIM aKKayHTOM;

4. He cTOUT BECTH XYJIHMTaHCKUM oOpa3 BHpTyajdbHOW >XU3HU. HTEpHET
dbuKcupyeT Bce TBOM JEHUCTBHS M COXpaHSET HX. YJaIUTh MX OyIeT KpaiHe
3aTPYJHUTEIBHO;

5. Cobmroait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOAY;

6. UrHopupyii enunuunbli  HeratuB. OJHOPAa30BbIE OCKOPOUTETHHBIC
cooOmIeHusT Jydiie urHopupoBaTb. OOBIMHO arpeccus TMpeKpamiaerca Ha
HayvaJbHOM CTaJINH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSMHU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHPOBKH OTIPABKA COOOIICHHHA C
ONPEAEIEHHBIX aJIPECOB;

8. Eciu Th1 cBUAeTeNnh KuOepOysummara. TBOM NEWCTBUS: BHICTYIHUTH IPOTUB
rpeciieoBaTens, IMOoKa3aTh €My, 4YTO €ro JEWCTBUS OLICHHWBAIOTCS HETAaTUBHO,
MOAJEPKATh KEPTBY, KOTOPOM HYX HA IICUXOJIOTMYECKas IMOMOIIb, COOOIIUTh
B3POCIBIM O (JaKTe arpeCCUBHOTO MOBEJICHUS B CETH.

MoOuabHBIN TenehoH

CoBpemeHHbIe cMapTHOHBI U TUIAHIIETHI COJIEPKAT B ce0€ BIOJIHE B3POCIIbIi
GyHKIMOHANI, W TENnepb OHM MOTYT KOHKYpPUPOBaTh CO CTallMOHAPHBIMHU
KoMmbiloTepamu. OJTHaKO, CPEACTB 3alUTHI AJIsl TOJOOHBIX YCTPOMCTB MOKAa OUYECHB
Maio. TecTHpoBaHME W TIOMCK YSI3BUMOCTEM B HHUX HPOUCXOAUT HE Tak
MHTEHCUBHO, Kak 11 1K, To ke camoe kacaeTcst 1 MOOUIIbHBIX MPUITOKEHHUH.



CoBpeMeHHbIE MOOWMJIBHBIE ~ Opay3epbl YK€ NPAKTUYECKH JOTHAIU
HACTOJbHBIE aHAJIOTH, OJHAKO pacliupeHre ¢GyHKIMOHAIA BJIEYET 3a COo0oH
OOJIBIIYIO CI0)KHOCTh ¥ MEHBIIYIO 3aIUIIEHHOCT.

Jlaneko He Bce MPOU3BOAMUTENM BBINYCKAIOT OOHOBIICHHUSA, 3aKpBIBAIOLIUE
KPUTUYECKHUE YSI3BUMOCTHU JIJIsi CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JJIs1 0€30MacCHOCTH MOOMIIBHOTO TeleoHa:

Huuero He sBnsgercs mo-HacTosimeMy OecruiaTHbIM. Byap ocTOpoO’keH, Bellb
Korja tebe mpejiararoT 0ecIuiaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hymaii, npexae uem otnpaButb SMS, ¢oro unu Bugeo. Thl TOUHO 3HAEUID,
r7ie OHU OYyJyT B KOHEYHOM UTOTE?

Heo0xon1mMo 0OHOBIISATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapT(OHa;

Ucnonw3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOWIIBHBIX TEIE(OHOB;

He 3arpyxaii npunoxeHusi OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEJOHOCHOE MPOrpaMMHOE 00eCIIeUeHHE;

[Tocne Toro kaxk THl BBIWJEIIL C cailTa, T/Ie BBOAWI JIMYHYIO MHGOPMAIIUIO,
3aiiIM B HACTPOMKHU Opay3epa u yaanu cookies;

[Tepuoauyecku npoBepsii, Kakue MIaTHBIE YCIYTd aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOil HOMep MOOUIBHOrO TenedoHa TOJIBKO JIIOASM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEPSEUIb;

Bluetooth momxkeH ObITH BBIKIIIOYEH, KOT/Aa Thl UM HE MoJsb3yemibea. He
3a0bIBail MHOTIA TPOBEPATH ITO.

Online urpsl

CoBpeMeHHBbIE  OHJAWH-UTPBI - O3TO  KpacouyHble, 3aXBaTbIBAIOIINE
pa3BiieyeHus, OOBEAMHSIONIME COTHU THICSY YEJIOBEK MO BceMy Mupy. WUrpoku
UCCIIENYIOT MAaHHBIM UM MHp, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 3a/JaHMUS,
CpakaloTCd C MOHCTpaMU U TOJIy4YalOT ONBIT. 32 YIOBOJIBCTBUE OHU ILJIATAT:
MOKYTAIOT AUCK, OTUIAYMBAIOT a00OHEMEHT HJIM MIPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atH cpenctBa uayT Ha MoAAEpKaHUE U Pa3BUTUE UTPBL, a TAKXKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPHU3AllUU, BBIMTYCKAIOTCS HOBBIC
natuu (upoBbIC 3aIUIATKU JJIS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOWT oOmacaTtbCcsi HE CTOJIBKO CBOHMX COIEPHHUKOB,
CKOJIBKO Kpa)Xu TBOErO IMapoJisi, Ha KOTOPOM OCHOBAaHA CHUCTEMa aBTOPHU3ALNU
OOJBIIMHCTBA UTP.

OcCHOBHBIE COBETHI IO O€30MACHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecu apyroi urpok BeneT cels II0X0 WM co3aacT Te0e¢ HeMPUITHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. lloxanylics aIMUHHCTPATOPAM HWIPbl HA IUIOXOE IOBEICHUE 3STOrO
UTPOKa, KEJIATEeNIbHO MPUJIOKUTh KAKUEe-TO JOKa3aTeIbCTBA B BUAE CKPUHOB;

3. He yka3bIiBaii TuuHy0 HHPOpMAIKIO B Tpo(aiiie urpsol;

4. YBaxkal Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeoduImaabHbIe TATYU U MOJBI;

6. Mcnionb3yii CIOKHBIE U pa3HbIE TAPOJIH;



7. Jlaxke BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka TbI
Urpaelilb, TBOM KOMIIBIOTEP MOTYT 3apa3uUTh.

QOUIIUHT WIKM Kpaka JIMYHBIX JaHHBIX

OObIYHOM KpaKkel JIEeHeT W IOKYMEHTOB CETOJHS YK€ HUKOrO HE YJIWBHIIIb,
HO C pPa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3J0YMBIILUICHHUKN TEPEMECTUIINCH B
HWHTEPHET, U MPOJOJIKAIOT 3aHUMATHCS «THOOUMBIMY JIETIOM.

Tak mosiBMJIach HOBasl yrpo3a: WHTEPHET-MOIIEHHUYECTBA WX (DUILUHT,
IJIaBHAs 1IeJb KOTOPOTO COCTOMT B MOJYYEHHH KOH(PUICHIUAIBHBIX JTAHHBIX
MoJIb30BaTeNIel - JOruHOB U maponieil. Ha anrnuiickom s3eike phishing unrtaercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - mapoJib).

OcHOBHBIE COBETHI IO OOpbOE C (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Tl moAo3peBaciib, 4TO TBOS AHKETA
Oblla  B3JIOMaHa, TO HEOOXOJMMO  3a0JIOKUpOBAaTb €€ U COOOIIUTh
aIMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii 6e30macHbie BeO-CalThl, B TOM YKCJIC, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;

3. Ucnonb3yil cioxkHble U pa3Hble mapoiu. Takum oOpa3zom, ecinu TeOs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKU MOJy4aT JOCTYH TOJBKO K OJHOMY TBOEMY
poUITIO B CETH, a HE KO BCEM;

4. Eciiu TeOs B3JIOMalM, TO HEOOXOAWMO TMPEayNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE OOABIIEHBI y T€0s B JIPY3bsAX, O TOM, YTO Te€Os B3JIOMAJH H,
BO3MOKHO, OT TBOETO UMEHHU OY/IET pacChUIaThCsl CIIaM U CChUIKM Ha (DUIIMHTOBBIE
CaANTHI;

5. Ycranosu HaaexHbIM mapoib (PIN) Ha MoOUIBHBIN TenedoH;

6. OTKITIIOUM coXpaHEeHue mapoJs B Opaysepe;

7. He otkpbiBail (ailyibl U Ipyrue BIOKEHUS B IMUCHMaX, JaXKe €CJIIM OHH
NPUILIH OT TBOMX JApy3eil. Jlydille yTouHM y HHUX, OTHPABISUIA JIU OHH TeOe ATH
(babI.

Hudposas penyrarus

[Hudposas penytanusi - 3TO HEraTUBHAs WX MO3WTHBHAs WHGOpMAIHs B
cetu o Tebe. Kommpomerupyromas wHpoOpMaIus, pa3MelieHHas B HWHTEPHETE,
MOXXET CEPhE3HBIM 00pa30M OTPa3UThCS HAa TBOEH peanbHOU ku3HU. «lludposas
pemnyTanus» - 3T0 TBOM UMUK, KOTOPBIH dopMupyetcst u3 nHdopmaiuu o tede B
MHTEPHETE.

TBoe MecTo IKUTENbCTBA, Yy4ueObl, TBOE (DMHAHCOBOE IOJOKEHUE,
O0COOEHHOCTH XapaKTepa M paccKas3bl O OJIM3KUX - BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue mnoApPOCTKH JIETKOMBICIEHHO OTHOCATCS K NYOJHMKAlUM JIMYHON
nHpopmaru B MHTEepHETE, HE MMOHMMAsi BO3MOXKHBIX IMOCISACTBUM. ThI gaxe He
CMOJKEIITb JA0TafaThCcs O TOM, 4TO doTorpadus, pa3MenieHHas 5 JIeT Ha3aj, cTaia
MPUYUHON OTKa3a MPUHSTH TeOsl Ha padoTy.

KommenTtapuu, pazmenienre TBoux pororpaduii u Apyrue IeMcTBUS MOTYT
HE HCYE3HYTh Jak€ IMOCJE TOro, Kak Thl WX yJaiaulib. Thl HE 3HaEllb, KTO
COXpaHWUJl 3Ty HUH(OpMalMio, TomNaja JIM OHAa B TIOUCKOBBIE CHUCTEMBI H
COXpaHWUJIaCh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeO€ OKpYyXKalollHhe JIIOIH,
KOTOpbIe HAaWAyT U yBUIAT 3To. HaliTu uHpOpManui0 MHOTO JIET CIYCTSI CMOXET



J000M - KaK U3 A00pbIX NOOYXKJIEHUM, TaK U C HAMEPEHUEM PUUYUHHUTH Bped. JTO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI MO 3alIUTe HU(POBOM permyTanuu:

1. ITogymaii, mpexxe yeM 4To-To MyOIMKOBATh U NepeaaBaTh y ce0s B Oiore
WJIN B COLMAJIBHOM CETH;

2. B mnacrtpoiikax npoduiisi yCTaHOBU OTpaHUYEHHs] Ha IPOCMOTP TBOETO
npo(duIig U €ro COAEPKUMOTr0, CAENA €ro TOJIBKO «UIsl IpYy3ei»;

3. He pa3memiaii u He yka3blBail HHPOpPMAIHIO, KOTOpasik MOXKET KOro-iudo
OCKOPOJIATH WIJIK OOMXKATh.

ABTOpCKOE MPaBo

CoBpeMeHHBbIE IIKOJIBHUKA - aKTHUBHBIE TMOJb30BaTeNM  LHUPPOBOTO
npoctpancTBa. OAHAKO Jajeko HE BCE 3HAIOT, 4YTO MOJb30BAaHUE MHOTHUMHU
BO3MOXKHOCTAMM  1udpoBoro  Mupa TpeOyeT  coOJIoJeHuss TMpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMHUH «HMHTEIJIEKTyalbHasi COOCTBEHHOCTBY» OTHOCHUTCS K pPa3jIN4HbIM
TBOPEHMSIM YE€JIOBEYECKOTO yMa, HauyMHAsg C HOBBIX H300pPETEHH W 3HAKOB,
0003HayaroIMX COOCTBEHHOCTh Ha MPOIYKTHI M YCIYTH, U 3aKaHYMBask KHUTAMH,
dotorpadusimu, KUHODUITBMAMU U MY3bIKAJIbHBIMU TPOU3BEACHUSIMHU.

ABTOpCKHE TMpaBa - ATO MpaBa HA MHTEJUIEKTYallbHYIO COOCTBEHHOCThH Ha
IPOU3BEICHUS HAYKH, JINTEPATyphl U UCKYyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TapaHTHUU TOTO, YTO HHTEJUICKTYaJbHBIN/TBOPUECKUN Tpya aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpaBeIJMBble BO3MOXKHOCTH 3apaboTaTth Ha
pe3ysibTaTax CBOETO TpyJa, MOJYyYUTh HM3BECTHOCTh M Mpu3HaHue. Hukro 0e3
pa3pelleHus aBTOpa HE  MOXET BOCIPOM3BOJIUTH €ro  MPOU3BEIECHUE,
pacnpocTpaHsaTh, MNYOJIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
MyCcKaTh B MPOKAT, MyOJWYHO HCIOIHATH, MOKA3bIBATH/UCHIONHATh B AUpE WIH
pa3memiath B MiHTepHETE.

Hcnonb3oBanue «IUPATCKOTO» TMPOrPAaMMHOTO  O0ECTeUEeHUS MOXKET
OPUBECTH K MHOTMM pHUCKaM: OT NOTEpU JAAHHBIX K TBOUM aKKayHTaMm J0
OJIOKUPOBKU TBOETO YCTPOWCTBA, IJie YCTAHOBJICHA HeJerainbHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHbIE U OECIUIATHBIE ITPOrPaMMBlI,
KOTOpBIE MOYKHO HalTHU B CETH.

O nopraie

CereBu4OK.pd - TBOM IJIaBHBINA COBETUYHUK B CETH. 371€Ch Thl MOXKEIIb y3HAThH
0 0€30MacHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHUH
KPUTUYECKON CHUTyallud OOpAaTUTHCS 3a COBETOM. A TakKe NPUHATH Y4acTHE B
KOHKYpCax U CTaTh CAaMbIM IIU(PPOBBIM IPaKIaHHHOM !



